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Almost L in & of 8 to 1 in 3internet ‘ . .

11-year-olds and 3in users are children

4 of12t0 15-year-
olds has a social
media profile

Source: Livingstone, S, Carr, J. and Byrne, J. (2015) Cne
in three: internet governance and children's rights (PDF).
G Ontario: Centre for International Governance Innovation.

LR}

Source: Lilley, C_, Ball, R. and Vernon, H. (2014) The experiences of 11-16 year olds on social networking sites. e

Source: Ofcom (2017) Children and parents: media use

and sttitudes report (PDF).

1 in 4 children have experienced something
upsetting on a social networking site.
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There were over
2,100
counselling

SessIons with
young people who
talked in

Childline about
online child
sexual
exploitation
(CSE) in 2016117

In 2016, the Internet
Watch Foundation

identified OVer

57,000 URLs

containing child
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sexual abuse images

Source: Internet Watch Foundation (IWF) (2017) Annual a
report 2016 (PDF).

Source: Bentley, H. et al (2017) How safe are our
children? The most comprehensive overview of child e

protection in the UK 2017.
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Around 1 3ink parents have

in8 young looked for or received . . .

information or advice about how

people
have been to help their child Manage
bullied online risks
on
social
- Source: Of (2017) Children and parents: jia us d attit S repor
medla v:;':e com ilgren and paren media useand a udes report e

Source: Ofcom (2017) Chiidren
and Parents: Media Use and e
Attitudes Report (PDF}

Almost 1 in 4young people have come across
racist or hate messages online
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Safer Internet Day 2017: Power of Image UUKSGfer
Children aged 8-17 years were asked aboult how they share images and videos online

Most popular

Average number of
E‘:o" a;:ong@ Youth in Scotland are most Youth in the North East are AR B
you i

likely to say that ‘winking | most likely to say that ‘thumbs [
. . face’' is their favourite emoji up’ is their favourite emoji sharing

: Youth in Yorkshire are most likely
Youth in the North West are most

: : : = = " ta say that 'smiling face with sun-
"'fely to have 2 phot.o wn_th their v lassis is their faeouﬂte emoji
friends as their profile picture B 5 g j

Z : 5 ; Youth in the East Midlands are least likely to
Youth in the West Midlands are most likely to g have had negative comments on = photo

have shared a photo in the last day, with they shared, with 72% .
over half {571°%) having done so.

Youth in the East of England are maost likely to

Youth in Wales are most like- - have used a filter to create their profile picture

ly to have a photo with their
of UK youth Family as their profile picture

had shared Youth in the Soulh East are Youth in Londan are
N most likely to have shared an most likely to have
aphoto in - FATATAIRTEIR N (el gy BECRCTON o e
the last day kiss'yis thei{ favaiiite emoi 9 g ™ posntlve_reasqn, with ~ the last h.our, witﬁ shared a selfie
/5% doing this. almost 1in 5 (129} in the last
doing this. hour

UK youth have shared an image or video for a positive reason

www.saferinternetday.org.uk #S102017 ResearchBods surveyed 1,500 young pecple aged 8-17 years during 1-8 Dec 2016. Report by the UK Safer Internet Centre.

. THE
—
. sbsa Gt D soep
OUtStandlng 4 State Boarding Schools” Asseciation it S Alr! SC[ {OOLS
School ) B *unhy Schools

GUIDE




Keswick ¥ School

( P Picture Perfect

Day! :
Average number of likes

Average number of selfies I th d
n le take before et
young peop : to get on a photo before

posting one online they feel happy

Nearly half of 8-17s (45%)

have used a filter to make

themselves look better in
the last year

Nearly half of 8-17s
(43%) worry about how
attractive they look
when they share photos
online
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" ; & + UK Safer RecoarhBods inborsewed 1500 2gpt £-17 years during 1-8 Der 20%
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Children and younq people

o Well over 8 million children in the UK have access to the internet.'

¢ One in five children worldwide admits to doing things online their parents
wouldn’t approve of."

¢ Up to half of online adults worldwide and up to 40% of online children worldwide
have made friends online."

¢ Inthe UK, 43% of online adults and 26% of children enjoy their online
relationships as much or more than their offline friendships. "

e |n UK, adults believe that 4% of children have been approached online by a
stranger. The actual per cent reported by UK online children is 20."

¢ Most children will not report inappropriate internet contact to their parents
because they are afraid of losing internet privileges."
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e 76% of 12-15 year olds have social networking sites — higher in rural
areas

* 91% of 5 — 15 year olds have access to the internet at home

* 50% of children have given their personal information to ‘online
friends’ who they don’t know in the ‘real world’

 24% of 9 — 16 year olds say they have seen sexual images in the last
12 months

* 61% of young people receive spam gambling ads

* Most vulnerable groups for cyberbullying include children who are
young carers, on free school meals, have an SEN statement, have
less educated parents, parents who don’t use the internet
themselves, have disabled children in the family

Information from NSPCC (keeping children safe online)
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How much illegal or inappropriate content is online?

It's difficult to know how much content is unsuitable for
children on the internet but recent figures suggest that there's
a lot out there:

* 9500 web pages were removed by the Internet Watch
Foundation (IWF) worldwide in 2013

e 70,000 indecent images of children were reported to CEOP
(Child Exploitation and Online Protection) in 2012

 100s of pro-eating disorder websites are estimated to exist.
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https://www.nspcc.org.uk/preventing-abuse/keeping-children-safe/online-safety/#pageref10063
https://www.nspcc.org.uk/preventing-abuse/keeping-children-safe/online-safety/#pageref10065
https://www.nspcc.org.uk/preventing-abuse/keeping-children-safe/online-safety/#pageref10067
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Parents Today.....
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« Over half (56%)of 12 - 15s say they mostly use the
internet alone

 419% of parents of this age %roup say that their child
has internet access in their bedroom

« Two in five (41%) of adults think content on the
internet is regulated.

« 48% of parents think their child knows more about
the internet then they do
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Have young people changed?

Teens hang out, gossip, flirt, people watch, joke around,
and jockey for status. These dynamics are at the heart of
teen life... So they relish any opportunity to log in and
engage with peers.”

‘I's Complicated’ Danah Boyd
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Ways to chat online
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Instant Web cam or Voice Over Chat rooms and
messaging video chat Internet Protocol forums

The Social Web Chatting
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Games, social
media and chat
rooms enable
people to make
contact with
children.
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Offenders can
create multiple
online identities
and even pretend
to be children and
young people to
trick real children
into chatting and
sharing.

sbsa
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Offenders can find
out a lot about
individual children
before they make
contact by looking
at the things the
child has posted
online

Gifteds
Talented

Offenders may
target children who
are particularly
vulnerable or may
contact lots of
children in the hope
that one will
respond.

a

Healthy Schools

Once an offender
has made contact
with a child on a
platform they can
then very quickly
move from these
platforms to a
private, un-moderated
chat environment
such as messaging
or webcam
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Tactics used by offenders online

Offenders use a range of techniques to gain power and control over the young
person. This power enables them to manipulate or coerce the young person into
sexual activity. Online, this may include some or all of the following:

Gifts Sexualised games Leverage e.g. secrets Blackmail

Flattery and compliments Threats Bribery Mentoring

This process may involve building a relationship over time, or may happen very
quickly, possibly within minutes.
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Spotting manipulative tactics

e N
™ Crgmetna))
IN-GAME PLAYER CHAT_ Hey everyone, please like my videol!! )
[Eddie11] Anyone know how 2 get onto level 14? -ﬁrc such an amazing dancer. Never seen anyone . Bnbery —red
Hojo!!l]: Yehhhh dance like that! Will share with all my friends.
[Eddie11] Please tell me... I've been stuck for ages =L
thagrer) 3 ges @ © © @ How did u find my video? Flattery — blue
[ojo!ll]: Give me 100 coins and | will tell u —
[Eddie11]. But then | won't have any left @ Jay from my dance group shared it!
[1ojol11]: THEN U WILL NEVER EVER GET ON 2 LEVEL 14111 Oty i
: > Oh, okay cool! He's the best dancer. Threats yellow
HAHAH e
[Eddie11] @SS Nah... | think you are the best,
Jojo! 1] Trust me, it's worth 60 coins. l—“-'—' — i Too good to be
l e j , . v How old r u? g
[1ojo 1] 1'Il help you get more coins later... true offers - green
G . | Hohcpiic]
[ojo!1]: | know this cool cheat for Level 14, it gives you a bonus 14.U?
of 2000 coinsl!! | Oumangonni
(Eddie11): WOAHHH!! Okay sending now... 13.
el hick's e — | sevecyme .
SEnd e a selfie picaise.
[Eddie11] So how do u get on level 14? e ) |
[Eddie11]: Hella??2222? Why??22?
[Eddie11]. Tell me, | just gave you all my coins, @ Prove its you in the video you posted. | don't believe u!
Jojol!l Has left the conversation. -_—_-:'ml
Itis me!!!! I made that video at my dance class today!
I SUBMIT Bl ¥ Y
- 7
Just send me a selfie please @
| Danarghonni))
Nooo,

i) L
Send me one now or I'll tell Jay you really like him.
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Impact of online sexual abuse

Non-contact abuse causes as much long term harm to a child or young person as

contact sexual abuse:

Children forced,
tricked or persuaded
to participate in the
abuse, for example
by performing sexual
acts on themselves,
describe feeling as
though they
‘participated’ in the
abuse and did it to
themselves.
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Children can feel
they were to blame
even though their
actions were
directed by the
offender.
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The existence of
images can make it
hard to feel that the
abuse has come to
an end and may be
out there forever.
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Offenders often tell
young people that no
one will believe
them, or that if they
tell anyone they will
be the one in trouble.
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What is a ‘'nude selfie’?

There is no clear definition The guidance ‘Sexting in
of ‘'sexting’. This module schools and colleges:
refers to ‘nude selfies’ Responding to incidents
which are self-produced and safeguarding young
naked or semi-naked people’ refers to ‘youth
images or videos of produced sexual imagery’
children and young people. rather than ‘sexting’.
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The law

« Young people (under 18) who share sexual imagery of themselves, or their peers,
are technically breaking the law.

« However, the National Police Chiefs Council (NPCC) is clear that we should not
unnecessarily criminalise children and young people where they have consensually
shared images of themselves.

« In January 2016 the Home Office launched a new outcome code (Outcome 21) in
England and Wales. Outcome 21 states: “Further investigation, resulting from the
crime report, which could provide evidence sufficient to support formal action being
taken against the suspect is not in the public interest. This is a police decision.”
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Motivations

A young person might send a nude or nearly nude image
or film for a variety of reasons, including:

As part of a trusting For affirmation, such as
relationship. positive feedback they
receive from recipients.

Outstanding
School

For a joke.
Because they have been
pressured, manipulated
To flirt. or coerced into doing so.
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Nude Selfies:
What Parents and Carers Need to Know

UNDERSTANDING WHY
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As your child grows and becomes more independent, it is only natural that
they take this independence online. In our teenage years we explore, try new
things and sometimes push boundaries and take risks, this is an essential
part of growing up.

With all of the potential that the online world and new technology offers,
young people now have access to huge opportunities. They use technology
to express themselves, explore, and be creative; it has changed the way they
communicate.

The internet has changed all of our lives, and your child has grown up during
this change. Many of the things that confuse, baffle or even scare us, are part
of the everyday for them. For many of us, this can all be a bit too much.
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Basic Recommendations for parents:

* Beinvolved in your child’s online life. For many of today’s young people there is no line between
the online and offline worlds. Young people use the internet to socialise and grow and, just as you
guide and support them offline, you should be there for them online too. Talk to them about what
they’re doing, if they know you understand they are more likely to approach you if they need

support.

*  Watch Thinkuknow films to learn more. The Thinkuknow programme has films and advice for
children from five all the way to 16. Your child will see some of these at school, but they can also
be a good tool for you to find out more about what young people do online and some of the
potential risks.

* Keep up-to-date with your child’s development online. Be inquisitive and interested in the new
gadgets and sites that your child is using. It’s important that as your child learns more, so do you.
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e Set boundaries in the online world just as you would in the real world. Think about what
they might see, what they share, who they talk to and how long they spend online. It is
important to continue to discuss boundaries so that they evolve as your child’s use of
technology does.

 Know what connects to the internet and how. Nowadays even the TV connects to the
internet. Your child will use all sorts of devices and gadgets; make sure you’re aware of which
ones can connect to the internet, such as their phone or games console. Also, find out how
they are accessing the internet — is it your connection or a neighbour’s Wifi? This will affect
whether your safety settings are being applied.

* Consider the use of parental controls on devices that link to the internet, such as the TV,
laptops, computers, games consoles and mobile phones. Parental controls are not just
about locking and blocking, they are a tool to help you set appropriate boundaries as your

child grows and develops.
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 Emphasise that not everyone is who they say they are. Make sure your child knows
never to meet up with someone they only know online. People might not always be
who they say they are. There have been some high profile cases surrounding people
who have claimed to be another young person online to lure potential victims. Locally
there have been some investigations by the police into a grooming ring.

* You can’t take back information that gets out on the internet. Make sure there are no
images or comments that your children put onto the internet that you would not want
to see. Once they have been uploaded and then downloaded they can’t be taken back.

 Know what to do if something goes wrong. Just as in the offline world, you want to
help your child when they need it. Therefore, it is important to know when and how to
report any problem.
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Most common social media sites in use in use are:

* Facebook

* Twitter
 What'sApp

e Ask.fm

* |nstagram

* Snapchat

* Chat Roulette
* KiK messenger
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CEOP Overview (Child Exploitation and Online Protection)
What does CEOP do?

M

>4

Cp o "?
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CEOP is a command of the National Crime Agency (NCA).

CEOP is committed to tackling the sexual exploitation and abuse of
children (CSEA), both online and offline.

A multi-disciplinary child protection agency.

e Child-centred approach. a?n?e"ﬁigé'%'cy
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To identify, locate and protect children and young people from sexual
exploitation and online abuse — both in the UK and globally

To engage and empower children, young people, parent and the
community through information and education

To protect children and young people through the provision of specialist
information and support to professionals, families, industry and
community

To enforce the law by bringing offenders to justice and acting to disrupt
and deter future offending

To enhance existing responses to the sexual exploitation and online abuse
of children and young people by developing a safe by design online
environment and refining the management of offenders
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CEOP (Child Exploitation and Online Protection Centre)

Are you worried about online sexual abuse
or the way someone has been
communicating with you online?

Make a report to one of CEOP's Child Protection Advisors

Should | moke a report What happens when | How can CEOP help

to CEOP? = make a report? = me? =

I you're worred abaut online abuse oc One of our sxparianced Chad Protection Online abuse affects many chebdran and

the way samesns has been Agvisars will be thare to make sure you young pecpls every day, CEOF has

commenicating ontineg, let CEOP know, et ine help that you need, hetped thausands of people In need of
suppet,

Looking for turther information? |
| 34 e 00
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Thinkuknow resources for 5-7s

Lee and Kim’s Adventures Hector’'s World
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Thinkuknow resources for 8-10s
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8-10s Thinkuknow website
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Sex,
the Internet
and You,

S You.
Your friends.
The Internet.

cj i
11+ Thinkuknow Toolkit First to a Million
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I'm worried my'&id might ‘lnm;‘ ?Ht

see somethingina@propriate ' - ! been
online Fithr

abused

Thinkuknow Parents and Carers website
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Nude Selfies: What Parents and Carers Need to Know The World Changes. Children Don't.
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CEOP (Child Exploitation and Online Protection Centre)
What is Thinkuknow?

The Thinkuknow programme aims to empower and protect children and young
people from sexual abuse and exploitation through education.

Thinkuknow offers resources to cater for different age groups, audiences and needs:

5-7 8-10 11-13 14+
Parents
; ; and
Resources for those with special Carers
educational needs and disabilities (SEND)
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The Thinkuknow approach

“Today’s children are growing up online, and make little distinction
between life online and off. Their use of online games, apps and
services plays a crucial role in the development of their identities,
friendships, relationships, passions and aspirations. It is essential
that we respond by offering them high-quality education based on
the best available evidence.”

Head of Education, CEOP
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Most social natworking shes, ks Facebook. now giva your child a ot of control ovar what they share and who they shara It with
Thiough a sita’s ‘peivacy settings’ you are able to controt

Parentai Controls
Adviee Tos surere + Who can search for you - this means that when people saarch your name on 3 site, your profile does not come up
The Parwnts’ ans Camey’ Sude o Who sees what - Ihis means thal you can contrad ihe information you share. e your photos of ‘wall posts. You can usually
reatrict s to fands only, Mends of Irends. cartain groups of fiends. of sveryona We would recommand that for young
Koopmg oy with the Junssss people it is restrictad 1o friends anly

« Whao can post information about you - some skes enable othars (o tag photos of you of share other information about
\ yout_ tke your locatian Maewy sites anable you to rastrict pecpia’s ablity to do this

It is ¥npertant that you stay up fo-date with the peivacy setfings that your child uses and help them stay in control of $heir profile. For
maee infeemation about privacy setings in Facebook http:iiwww. facebook.comdhelpiprivacy

Parental controls
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CEOP’s 3 Ps
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" Prevent- This includes the THINKUKNOW education programme to reduce vulnerabilities and h
promote safe behaviour online and offline. Intelligence and research drives the focus of the
educational programme to keep pace with the shifting landscape of offender behaviour. CECOP also
work internationally with partner agencies in countries where UK nationals pose a threat to children

L v
Pursue- Pursue criminals and work with law enforcement colleagues throughout the UK and A
worldwide to bring them to justice. Keep pace with evolving technology, develop new tools and
capabilities to assist CEOP and the National Crime Agency in tackling complex child abuse
investigations in the online environment y

A Protect- Protect children by reducing the risk of them becoming victims, raise awareness of the h
threat posed by child sex offenders and ensure that expert child protection advice informs all
decision making.
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Virtual Global Taskforce (VGB)

24 hour presence both online and offline

« CEOP, America, Canada, Australia,
Italy, UAE & Interpol

VIRTUAL GLOBAL
TASKFORCE
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eporting to CEOP

vy _

¥ you noed to hide this site R
c‘gz Quickly, just click here
Quick exit
L

e Has something happened online that has
made you feel worried or unsafe?

Make a report to one of CEOP's Child Protection Advisors

CLICK CEOP
Advice Help Report

Should | make a report What happens when | How can CEOP help

to CEOP? = make a report? = me? =

If you're worried about online abuse or One of our experienced child protection Online abuse affects many children and

the way someone has been advisors will be there to make sure you young adults every day, CEOP has

communicating online, let CEOP know, get the help that you need. helped thousands of people in need of
support.
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What kind of concerns do people report to CEOP?

Reports from children and young people to CEOP have included:

Someone online has asked
a child/young person to
send them nude images.

Someone online is talking
to a child/young person in
a sexual way and making
them feel uncomfortable.

sbsa

State Boarding Schoole’ Association

201312014

A child/young person
shared a nude image with
someone online and then
threatened/blackmailed as
a result.

Someone online is sending
a child/young person
pornography.

Gifted:
Talented

pont Sk

A child/young person has
or is planning to meet up
with someone face-to-face
that they have only met
online.

Someone online keeps
asking a child/young
person to go on webcam.
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What happens when a report is made to CEOP?

When a report is made to CEOP:

Cll > Koo (8

The report will be read and The Child Protection The Child Protection

risk assessed by a Child Advisor will contact the Advisors’ job is to make the
Protection Advisor at person who made the child as safe as possible
CEOP based on a report as quickly as they and so they may need to
Low/Medium/High rating. can. When they contact ask other professionals to
Where appropriate, the them, they will talk about help make sure the child
Child Protection Advisor what has happened, and is safe.

will immediately start will make a plan about

planning how they can help what to do.

the child/young person.
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Support and Report

? CLICK CEOP
Visit ceop.police.uk

@huldhne

————

70800 111)
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A wide range of CEOP videos can be found on
You Tube as well as on the CEOP site

Cp. AN
g

e.g. Consequences

e.g. Claire thought she knew.......
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Overarching Risks as ldentified by CEOP:

y

3
AN
<5

Unwanted contact/grooming

Cyberbullying

Harmful content/illegal materials

Privacy/digital footprints
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Mobile Technology Risks

» Images taken and uploaded at the click of a button - may be
breaking the law with regard to child protection

e Permanency

e Where they end up - you do not have control over this
* Location—-based services (e.g. geo-tagging)

* Unwanted contact

e Live Streaming
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Tips for use of Mobile Technology:

o Dr?n 't enable your location or photo geo-tagging on your
phone

e Only let friends you know in the real world have your phone
number or location

e Think before you post

 Understand the safety functions and how to report
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Tips for using social media:

Privacy settings need to be set to “Friends only”

— Including comments, posts and photos - these settings need
regularly checking for updates

« Use https: and strong passwords
«  “Friends” should be people you know and trust in the real world

. Pnlyl p|OSt content and photos you wouldn't mind showing your
amily!

. Learn how to report any issues
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Tips for using webcames:

) School

* Never accept people you don’t know and trust in the real world
* @Giving out personal information can be risky

* Remember webcam feeds can be recorded and faked

* Don’t webcam with people you don’t know

* Turn the webcam off after use

* Delete people that make you feel uncomfortable

* Know how to report a problem

*  We would recommend only allowing webcam use in the more
public parts of the house — not when they are alone in their rooms
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Online Gaming

"‘”L_Q

« Top 10 online game operators in Asia earned over $2bn last
year

« Web games:
— World of War Craft
— Runescape
— Everquest
— Swordsman Online
— Call of Duty

« Games consoles (Xbox 360, Playstation 3, Wii)
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Risks of Online Gaming:

Inappropriate content
Unwanted contact
Overuse / addiction

- Radicalisation

« Grooming
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Tips in relation to Online Gaming:

e People are not always who they say they are online
o Keep gaming friends ‘in-game’
* Don’t give out personal information

e Learn the reporting processes in the game
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PEGI (The Pan-European Game
Information age rating system) was
established in 2003 to help European
parents make informed choices
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ﬁ Violence - Game contains depictions of violence
|

Discrimination - Game contains depictions of, or matenal
which may encourage, discrimination

Sex - Game depicts nudity and/or sexuzal behaviour or sexual references

f Drugs - Game refers to or depicts the use of
; drugs

Fear - Game may be frightening or scary for young children
(;::) Bad Language - Game contains bad
- language ONL'NE
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About PEGI?
What (o the labaels mean?

The PEGL labuls appuar on front and buck of the packaging ndicating aanws of the following
nge levmin: 3, 7, 12, 16 and 18, They provide s melisble indicatian of the suitability of the
Qame content In tarms of protect:on of minors. The age rating does ot take iINto account the

PEGY D

Thae contant of games glven this rating Is considered sutabla for all age

difficulty level or shills required to play » game,

groupn. Some violences in a comical context (typlically Bugs Bunny or Tom &
Jarry cartoon-ike forms of violence) s accoptable, The child should not ba ablae
to mancocinte the charscter an the scresn with real ife charncters, they should
be totally fantasy. The gama should not contain any sounds or pictures that
are likely tao ncare or frighten young children, No bad langusges should be

heard

PEGYT
Any gamme that would normally be rated st 1 but contasine same posnilsly
frightening sceneas or sounds may be considerad sutable in this category.

PEGIL12

Videogamen that show violance of a slightly more graphbic nature towards
Tantasy charscter and/ar non graphic violence towards human-looking
characters or racognisable animals. as waell as videogames that show nudity of
» mlightly more grephic naturs would fall in this age categary. Any bed
language In this catagory must ba mild and fall shosrt of sexuasl esplatives.

PEGEYTS
This rating is spplied once the depiction of violence (or sexusl sctivity) resches

» mtapm that looks the same an would be sxpected in ceanl ife. More sxtreme

bad language, the concept of the use of tobacco and druge and the depiction
of cominal activities can be content of games that are rated 16

PECGI TS

The adult classification is applied whan the level of viclance reaches » stage
where it becomes & depiction of groess violence and/oc mmcludes slemeants of
spacific typeas of violence, Gross violence s the most difficult to define since It
curn be veary subjective in mueny cases, But in genersl terms 4 can be classend as
tha depictions of violance that would maka the viewaer feel! a sense of

revulnion,
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Definition of cyberbullying:

‘The use of digital technology (text messaging, email, social networking sites
etc.) to bully, harass or abuse someone.

What the bullies use:

Mobiles

Gaming

Forums

Social Networking sites
Sexting

Email
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Cyberbullying traits
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* Itis aninvasion of personal space for young people and is all encompassing and penetrating.
*  The audience can be large, reached rapidly and can be unknown

* ltis easier for perpetrators to remain anonymous through the online world or masquerade
as another person

*  The target of bullying can be anyone as physical and other factors do not come into play.
*  Often young people who engage in cyberbullying get involved in an unintentional way.
* There is a disconnection as they are removed from the face to face.

* There is an evidence trail in the online world therefore there is the ability to track people
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Privacy/digital footprint

L“L&L

* The information we put online leaves ‘footprints’
* Young people can easily identified or traced

* Once information is online it is hard to remove — it can be
copied, cached etc. and may be around forever

* Information about individuals is not just stored on their
profiles — friends, family contacts....
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Parents need to become experts in offering age-appropriate advice and
guidance to their children

Unwanted internet contact:

* Preventing online grooming and explaining to children how to report
instances and remove any damaging content.

* Cyber bullying - how to avoid, prevent, and deal with instances of cyber
bullying, and how to report and remove offensive material created as a result
of cyber bullying.

Inappropriate internet content:

 How to avoid, report and delete content which may be: pornographic, illegal,
obscene, violent or likely to incite racial or religious hatred.

 How to avoid and report content which encourages illegal or dangerous
activity by pupils, or is simply age-inappropriate.

 How to set a good example with regard to downloading software safely,

avoiding viruses, adhering to copyright law etc.
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Parents need to become experts in offering age-appropriate advice and
guidance to their children (cont.)

Privacy:
 How to ensure social networking content stays private and doesn’t end up in
search results years later.

 How to ensure passwords are strong, password-protected information, such
as banking details or parental online shopping details remain safe.

 How to prevent and deal with junk mail and spam, and also how to spot
internet scams and ‘phishing’ emails and messages.

* Understanding how websites store and track data which might be used for
valid marketing reasons, or abused to create spam or facilitate identity theft.

Mobile phones and devices:

* Understanding how difficult it is to remove tracking data from mobile
phones and how important it is to safeguard privacy on mobile devices —
more so than on laptops or PCs.
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FROM CEOP AND PARENT ZONE

B e L

Free service for
e
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www.parentinfo.org
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FROM CEOP AND PARENT ZONE SEARCH

L e T e T U

OF GONTENT All articles

Desplaying 1 - 50 of 192 arclos

Dugrtad
SEX AND RELATH

Setting safety and privacy settings for social media apps
ALTH AND WELLBEIN(

I you want (o set parental controls on apps such as Facebook, Twitler and instagram
W rwiD W

SEOW

here's how 10 do n

EDUCATION AND Trit

FUTURE

Viral internet trends: a parent's guide

The growth of socal media has brought with it some strange modermn phenomena. One of

e more recent ones is the viral online challenge

PRIMARY

Nude selfies: understanding why

CEOF's film explams what they ae, and what parents should know about them
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What is - and ian't - legal online?
The cigited worlcl is 5o new that half the time we don't know what the rules are, In fact,

there are plenty of laws governing what you can and can't do online, Here's our guide to
what you should and shouldn't be doing online (legally, anyway)

Read mors

A parent's guide to Kik Messenger

What adults need to know about the app their children love using

Kik-

WhatsApp: a guide for parents and carers

Teonagoers love WhatsApp - as do a lot of parents, Here's what you nead ta know
Q about it...

Read mor

A parent's guide to Viogging - what you need to know
Know your Zoallas from your PewDiePles: a parent's guide to viogaing

Raad more

Don't pay the price for your child's online fun

'9 » Farents sometimes and up paying unexpectedly large phone bills and don't know why
'_ PhonepayPlus, the premium rate services regulator, explains what to look out for when
% aiving your childd a mohbile device,
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The NSPCC have a great deal of excellent information and advice

Online abuse

What is online abuse

he wet
ne Worried
gy
b about a
child?
Contact our traned
1 ! nbne at from pe -~
helpine counsallors for
3% W | sirang e i £ may ] s o
24/7 help, advice and
it Ak 23c i W fi xample |
J oilr 1 ma M he a Nty happens onhne
Tor g g chia take pant 2 t
nl

0808 800
hildren can feel be thers 1S no 2scape from online abuse
L % _']u £ M any '.y.: o the & 1] :.:!.' the Sm
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e Digital parenting — advice published by Vodafone

About Leaming & Fun

»  Digital Parenting magazine

Millions of families have received Vodafone's Digital
Parenting magazine for free since 2010 and issue 5
(Octeber 2016) is out nowd

Avallable onlne and given for free o schools and other
organisations that work with young pecple. it's packed
with information and advice about bullying, peer pressure
screen time and much more. Why not take a look right

now?
View online (October 2016 issue) >
View all issues >

My Tech Family
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Live Streaming: Information
for parents and carers
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What is live streaming?

» Visual broadcast live over the internet via any smart phone
or tablet with a camera

* Live streamed videos are unedited and shared without delay
* Unmoderated, unrehearsed & unpredictable

* Viewers can send gifts, comment and talk directly with the
person live streaming

You W

® LIVE
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What does it look like?

Emoji’s/Gifts

Hashtags

#dancing ()L v
L '@
91 S
L@
®L )

:]'
‘ ®0:L@ O
QL

[:@ |
Q¢ t::;nrm

Live
stream
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Live streaming is highly appealing to children and young people as it offers the
opportunity for them to be a creator and presenter and be seen by a
potentially huge audience.

Live.me: Over 20,000,000 downloads

Q’ Live.ly: 5,000,000 — 10,000,000 downloads
w Periscope: 10,000,000 — 50,000,000 downloads

@ Musical.ly: 100,000,000 — 500,000,000 downloads

* References: Google Play October 2017. All referenced have an age limit of 13+ years

THE

>

S Gifted? & GOOD
Outstanding M §b&5m§ Talented SCHOOLS
School 8 G Healthy Schools GUIDE




* Ongoing conversations with your
child about their internet use

* Children should only live stream in
public rooms

* Look out for children moving to
private platforms

* Build resilience, particularly where
children are feeling lonely

* Encourage children to identify safe
and trusted adults

¢ Make sure children know where
to go for support
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Thinkuknow website for
parents/carers

AN
Livroess
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Live streaming: responding to

What |s;§!ejtre§mmg’ the risks

e popelantty of We stovaming ¢
(reopke engoy Mg expenen: e i real e

Video streaming and chatting online can bo really exciting, but 8o you know how to protect your
ehild from adutt content and cortact? Find out how 1o kel them stay safn from abuse
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