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• 76% of 12-15 year olds have social networking sites – higher in rural 
areas

• 91% of 5 – 15 year olds have access to the internet at home
• 50% of children have given their personal information to ‘online 

friends’ who they don’t know in the ‘real world’
• 24% of 9 – 16 year olds say they have seen sexual images in the last 

12 months
• 61% of young people receive spam gambling ads
• Most vulnerable groups for cyberbullying include children who are 

young carers, on free school meals, have an SEN statement, have 
less educated parents, parents who don’t use the internet 
themselves, have disabled children in the family

Information from NSPCC (keeping children safe online)



How much illegal or inappropriate content is online?

It's difficult to know how much content is unsuitable for 
children on the internet but recent figures suggest that there's 
a lot out there:

• 9500 web pages were removed by the Internet Watch 
Foundation (IWF) worldwide in 2013

• 70,000 indecent images of children were reported to CEOP 
(Child Exploitation and Online Protection) in 2012

• 100s of pro-eating disorder websites are estimated to exist.

https://www.nspcc.org.uk/preventing-abuse/keeping-children-safe/online-safety/#pageref10063
https://www.nspcc.org.uk/preventing-abuse/keeping-children-safe/online-safety/#pageref10065
https://www.nspcc.org.uk/preventing-abuse/keeping-children-safe/online-safety/#pageref10067


Parents Today…..

• Over half (56%)of 12 – 15s say they mostly use the 
internet alone 

• 41% of parents of this age group say that their child 
has internet access in their bedroom 

• Two in five (41%) of adults think content on the 
internet is regulated.

• 48% of parents think their child knows more about 
the internet then they do 























The reality……..

• As your child grows and becomes more independent, it is only natural that 
they take this independence online. In our teenage years we explore, try new 
things and sometimes push boundaries and take risks, this is an essential 
part of growing up.

• With all of the potential that the online world and new technology offers, 
young people now have access to huge opportunities. They use technology 
to express themselves, explore, and be creative; it has changed the way they 
communicate.

• The internet has changed all of our lives, and your child has grown up during 
this change. Many of the things that confuse, baffle or even scare us, are part 
of the everyday for them. For many of us, this can all be a bit too much.



Basic Recommendations for parents:

• Be involved in your child’s online life. For many of today’s young people there is no line between 
the online and offline worlds. Young people use the internet to socialise and grow and, just as you 
guide and support them offline, you should be there for them online too. Talk to them about what 
they’re doing, if they know you understand they are more likely to approach you if they need 
support. 

• Watch Thinkuknow films to learn more. The Thinkuknow programme has films and advice for 
children from five all the way to 16. Your child will see some of these at school, but they can also 
be a good tool for you to find out more about what young people do online and some of the 
potential risks.

• Keep up-to-date with your child’s development online. Be inquisitive and interested in the new 
gadgets and sites that your child is using. It’s important that as your child learns more, so do you.



Tips for Parents

• Set boundaries in the online world just as you would in the real world. Think about what 
they might see, what they share, who they talk to and how long they spend online. It is 
important to continue to discuss boundaries so that they evolve as your child’s use of 
technology does.

• Know what connects to the internet and how. Nowadays even the TV connects to the 
internet. Your child will use all sorts of devices and gadgets; make sure you’re aware of which 
ones can connect to the internet, such as their phone or games console. Also, find out how 
they are accessing the internet – is it your connection or a neighbour’s Wifi? This will affect 
whether your safety settings are being applied.

• Consider the use of parental controls on devices that link to the internet, such as the TV, 
laptops, computers, games consoles and mobile phones. Parental controls are not just 
about locking and blocking, they are a tool to help you set appropriate boundaries as your 

child grows and develops. 



• Emphasise that not everyone is who they say they are. Make sure your child knows 
never to meet up with someone they only know online. People might not always be 
who they say they are. There have been some high profile cases surrounding people 
who have claimed to be another young person online to lure potential victims. Locally 
there have been some investigations by the police into a grooming ring.

• You can’t take back information that gets out on the internet. Make sure there are no 
images or comments that your children put onto the internet that you would not want 
to see. Once they have been uploaded and then downloaded they can’t be taken back.

• Know what to do if something goes wrong. Just as in the offline world, you want to 
help your child when they need it. Therefore, it is important to know when and how to 
report any problem.



Most common social media sites in use in use are:

• Facebook
• Twitter
• What’sApp
• Ask.fm
• Instagram
• Snapchat
• Chat Roulette
• KiK messenger



CEOP Overview (Child Exploitation and Online Protection)

What does CEOP do?

• CEOP is a command of the National Crime Agency (NCA).

• CEOP is committed to tackling the sexual exploitation and abuse of 
children (CSEA), both online and offline.

• A multi-disciplinary child protection agency.

• Child-centred approach.



• To identify, locate and protect children and young people from sexual 
exploitation and online abuse – both in the UK and globally

• To engage and empower children, young people, parent and the 
community through information and education

• To protect children and young people through the provision of specialist 
information and support to professionals, families, industry and 
community

• To enforce the law by bringing offenders to justice and acting to disrupt 
and deter future offending

• To enhance existing responses to the sexual exploitation and online abuse 
of children and young people by developing a safe by design online 
environment and refining the management of offenders



CEOP (Child Exploitation and Online Protection Centre)













CEOP (Child Exploitation and Online Protection Centre)







CEOP’s 3 Ps



Virtual Global Taskforce (VGB)

24 hour presence both online and offline

• CEOP, America, Canada, Australia, 

Italy, UAE & Interpol

file://CENTRE.LOCAL/TeamServices/TeamServices/Harm Reduction/Thinkuknow/UK version.VOB








ClickCEOP Reports
1000+ received a 
month 



Support and Report



A wide range of CEOP videos can be found on 
You Tube as well as on the CEOP site

e.g. Consequences

e.g. Claire thought she knew…….



Overarching Risks as Identified by CEOP:

• Unwanted contact/grooming

• Cyberbullying

• Harmful content/illegal materials

• Privacy/digital footprints



Mobile Technology Risks

• Images taken and uploaded at the click of a button – may be 
breaking the law with regard to child protection

• Permanency 

• Where they end up – you do not have control over this

• Location–based services (e.g. geo-tagging)

• Unwanted contact

• Live Streaming



Tips for use of Mobile Technology:

• Don’t enable your location or photo geo-tagging on your 
phone 

• Only let friends you know in the real world have your phone 
number or location 

• Think before you post

• Understand the safety functions and how to report



Tips for using social media:

• Privacy settings need to be set to “Friends only” 
– Including comments, posts and photos – these settings need 

regularly checking for updates

• Use https: and strong passwords

• “Friends” should be people you know and trust in the real world

• Only post content and photos you wouldn't mind showing your 
family!

• Learn how to report any issues



Tips for using webcams:

• Never accept people you don’t know and trust in the real world 
• Giving out personal information can be risky
• Remember webcam feeds can be recorded and faked
• Don’t webcam with people you don’t know
• Turn the webcam off after use
• Delete people that make you feel uncomfortable
• Know how to report a problem

• We would recommend only allowing webcam use in the more 
public parts of the house – not when they are alone in their rooms



Online Gaming

• Top 10 online game operators in Asia earned over $2bn last 
year

• Web games:
– World of War Craft
– Runescape
– Everquest
– Swordsman Online
– Call of Duty 

• Games consoles (Xbox 360, Playstation 3, Wii)



Risks of Online Gaming:

• Inappropriate content

• Unwanted contact 

• Overuse / addiction

• Radicalisation

• Grooming



Tips in relation to Online Gaming:

• People are not always who they say they are online

• Keep gaming friends  ‘in-game’

• Don’t give out personal information 

• Learn the reporting processes in the game 



• PEGI (The Pan-European Game 
Information age rating system) was 
established in 2003 to help European 
parents make informed choices 







Definition of cyberbullying:

‘The use of digital technology (text messaging, email, social networking sites 
etc.) to bully, harass or abuse someone.’ 

What the bullies use:

Mobiles
Gaming
Forums
Social Networking sites
Sexting
Email



Cyberbullying traits

• It is an invasion of personal space for young people and is all encompassing and penetrating.  

• The audience can be large, reached rapidly and can be unknown

• It is easier for perpetrators to remain anonymous through the online world or masquerade
as another person

• The target of bullying can be anyone as physical and other factors do not come into play.  

• Often young people who engage in cyberbullying get involved in an unintentional way.  

• There is a disconnection as they are removed from the face to face.

• There is an evidence trail in the online world therefore there is the ability to track people



Privacy/digital footprint 

• The information we put online leaves ‘footprints’

• Young people can easily identified or traced

• Once information is online it is hard to remove – it can be      
copied, cached etc. and may be around forever

• Information about individuals is not just stored on their 
profiles – friends, family contacts....



Parents need to become experts in offering age-appropriate advice and 
guidance to their children

Unwanted internet contact: 
• Preventing online grooming and explaining to children how to report 

instances and remove any damaging content. 
• Cyber bullying - how to avoid, prevent, and deal with instances of cyber 

bullying, and how to report and remove offensive material created as a result 
of cyber bullying. 

Inappropriate internet content: 
• How to avoid, report and delete content which may be: pornographic, illegal, 

obscene, violent or likely to incite racial or religious hatred. 
• How to avoid and report content which encourages illegal or dangerous 

activity by pupils, or is simply age-inappropriate. 
• How to set a good example with regard to downloading software safely, 

avoiding viruses, adhering to copyright law etc. 



Parents need to become experts in offering age-appropriate advice and 
guidance to their children (cont.)

Privacy: 
• How to ensure social networking content stays private and doesn’t end up in 

search results years later. 
• How to ensure passwords are strong, password-protected information, such 

as banking details or parental online shopping details remain safe. 
• How to prevent and deal with junk mail and spam, and also how to spot 

internet scams and ‘phishing’ emails and messages. 
• Understanding how websites store and track data which might be used for 

valid marketing reasons, or abused to create spam or facilitate identity theft. 

Mobile phones and devices: 
• Understanding how difficult it is to remove tracking data from mobile 

phones and how important it is to safeguard privacy on mobile devices –
more so than on laptops or PCs. 



www.parentinfo.org







The NSPCC have a great deal of excellent information and advice



• Digital parenting – advice published by Vodafone 














